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The baseline is simple. The assessment is not. 
The Essential Eight looks clean on a slide: patch applications, patch operating systems, use multi-factor 

authentication, restrict administrator privileges, control applications, restrict macros, harden user applications 

and back up properly. Then assessment preparation begins and the neat list becomes a map of endpoints, SaaS 

tenants, service providers, identities, backup jobs, vulnerability scans, legacy systems, exception registers and 

evidence sources. That is not a failure of the model. It is the point. 

ASD presents the Essential Eight as a baseline that makes compromise harder, while also being clear that no 

baseline protects against every cyber threat [1]. A maturity assessment is therefore not a branding exercise. It is a 

practical test of whether your organisation can resist a given level of adversary tradecraft, and whether you can 

prove it without relying on folklore, heroic administrators or a folder of screenshots named final-final-v3. There is a 

special place in assessment purgatory for that folder. 



 

Figure 1: Assessment readiness is a pipeline from planning and scope through technical testing and reporting.  

Maturity level is a threat decision 
ASD defines four maturity levels from zero to three. Level One focuses on opportunistic actors using commodity 

tradecraft, stolen credentials, public exploits and common social engineering. Level Two assumes more selective 

targeting, stronger phishing, attempts to bypass weaker MFA and more deliberate tooling. Level Three assumes 

adaptive actors who exploit weaknesses quickly, pursue privileged credentials, pivot and try to evade detection [2]. 

That framing matters. The target level should be chosen because of threat exposure, policy obligation, business 

consequence and risk appetite, not because Level Three looks nicer in a board pack. For Commonwealth non-

corporate entities, ASD’s Commonwealth Cyber Security Posture in 2025 notes that PSPF requires implementation 

of all Essential Eight strategies to at least Maturity Level 2 from 1 July 2022, with Level 3 to be considered where the 

threat environment warrants it [3]. 

The other uncomfortable truth is that the weakest strategy sets the ceiling. ASD recommends achieving the same 

maturity level across all eight strategies before moving higher, because the controls are designed to complement 

each other [4]. The 2025 posture report also states that if mitigation strategies differ, overall maturity is considered 

to be at the level of the least mature strategy [3]. Your best control does not lift the rest. Your weakest evidenced 

control lowers the result. 

What assessors really look for 
The assessor’s first question is scope. Which system is being assessed? Which users, devices, cloud services, 
identity providers, internet-facing services, backup platforms, service providers and data repositories are in the 

boundary? If the boundary is vague, the evidence becomes negotiable, and negotiable evidence is rarely good 

evidence. 

The second question is evidence quality. ASD’s assessment process guide states that assessments using 
interviews, reports and screenshots are inferior to assessments using scripts and tools, particularly because 

scripts and tools can assess many workstations and servers rather than a single sample [5]. Policies matter, but a 



policy is not proof. A timestamped scanner report, a tested restore log, a privileged account review, a denied 

macro event or a configuration export is far more useful than a statement that “we do that”. 

The third question is exceptions. Exceptions can be legitimate, but they need formal scope, justification, 

compensating controls, residual risk acceptance and review. ASD’s guidance also notes that exceptions should 
not be approved beyond one year [6]. A vendor limitation, a business preference or fear of user complaints is not a 

compensating control. It is a risk conversation waiting for adult supervision. 

A field guide to getting ready 
Start with the boundary, not the checklist. For each control, define the system component, evidence source, 

owner, freshness, test method and known limitation. Then build an evidence register that links control intent to 

operational proof. This is where preparation becomes mercifully boring, which is exactly what you want. 

Rehearse the assessment before the assessor arrives. Run the scripts. Export the logs. Pull the samples. Ask the 

awkward questions. Are all internet-facing services known? Are unsupported applications still present? Are break-

glass accounts monitored? Are conditional access exclusions justified? Are application control rules reviewed? 

Are restore tests proving recovery of the right systems, or just the systems that were easy to restore? 

Assessor’s quick readiness check 
Assessment area What good looks like Common failure mode 
Scope A named boundary covering users, devices, 

cloud services, shared services, suppliers and 

data repositories. 

The team assesses the easy assets and 

discovers late that identity, SaaS or 

outsourced services are in scope. 

Asset discovery and scanning Current, timestamped discovery and 

vulnerability scanning evidence mapped to the 

boundary. 

Scans miss internet-facing services, non-

standard networks or forgotten applications. 

MFA and identity Privileged, remote, third-party and customer-

facing authentication paths are tested, 

including factor strength. 

MFA is enabled for standard users but weak or 

inconsistent for admins, break-glass accounts 

or SaaS portals. 

Administrative privileges Privileged access is approved, time-bounded, 

monitored and separated from normal user 

activity. 

Admin accounts retain internet, email or broad 

access because it is convenient. 

Backups Backup coverage follows business criticality, 

restoration is tested, and destructive access 

paths are controlled. 

Backups run, but restore tests, isolation and 

privileged access controls are thin. 

Exceptions Each exception has scope, owner, 

justification, compensating controls, residual 

risk acceptance and review date. 

Exceptions are tribal knowledge or accepted 

risk without equivalent protection. 



 

Figure 2: Essential Eight maturity is a whole-of-system decision. The weakest evidenced strategy sets the ceiling. 

Why 2026 raises the stakes 
The threat environment is not becoming kinder. ASD’s Annual Cyber Threat Report 2024-2025 recorded more than 

84,700 cybercrime reports through ReportCyber, more than 1,200 cyber security incidents responded to by ASD’s 
ACSC, and 138 ransomware incidents [7]. Phishing was recorded in 60 percent of incidents reported to ASD’s 
ACSC in FY2024-25, while data encryption incidents commonly involved valid accounts and external remote 

services [7]. 

Global data tells a similar story. Mandiant’s M-Trends 2025 reported exploits as the most common initial infection 

vector at 33 percent, with stolen credentials rising to 16 percent of investigations [8]. Verizon’s 2025 DBIR 
highlighted a 34 percent increase in vulnerability exploitation as an initial access path, that only about 54 percent 

of perimeter-device vulnerabilities were fully remediated, and that ransomware was present in 44 percent of 

breaches analysed [9]. These are precisely the failure modes the Essential Eight is meant to make harder. 

Agentic AI compresses the timeline further. Anthropic’s Project Glasswing gives selected partners access to 
Claude Mythos Preview for defensive work such as local vulnerability detection, black box testing, endpoint 

security and penetration testing [10]. Whether any one model becomes widely available is less important than the 

direction of travel: vulnerability discovery and exploit development are accelerating. Slow evidence, slow patching 

and slow decisions are becoming expensive habits. 

From assessment readiness to Continuous Compliance 
Traditional assessment preparation is often a seasonal sport. Teams scramble, collect artefacts, negotiate 

exceptions, produce a report and then drift back to normal. Six months later, normal has quietly undone the 

posture. Normal is a menace. It installs things. 



Gadget Access’s Continuous Compliance framework treats Essential Eight maturity as an operating signal rather 
than an annual event. Asset discovery, patch status, MFA coverage, privileged access, application control, macro 

restrictions, hardening settings and backup assurance should be visible continuously. Exceptions should behave 

like living risk objects, not archived excuses. 

CiBRAI fits this model by reducing the friction created by tool-sprawl. Evidence is scattered across endpoint 

platforms, scanners, SIEM and SOAR tools, CTI feeds, cloud control planes, IAM systems, service management 

platforms and compliance repositories. A simplified cybersecurity operating layer can normalise that evidence, 

map it to frameworks such as Essential Eight, ISM, ISO 27001:2022, NIST and PSPF, and help teams understand 

which gaps genuinely lower maturity. With appropriate on-premise and cloud LLM capabilities, CiBRAI can help 

interpret evidence faster while leaving risk judgement with humans. 

 

Figure 3: Continuous Compliance reframes Essential Eight maturity as a live operating model, not an annual evidence scramble. 

The practitioner’s closing advice 
Do not start with the report template. Start with the system boundary, target level and evidence chain. Know which 

controls are strong, which are aspirational, which exceptions are defensible and which risks need executive 

attention. Treat the assessment as a mirror, not a ceremony. 

Gadget Access helps Australian organisations answer the maturity question with assessor-grade pragmatism, 

deep technical experience and cyber operating models that survive contact with reality. The goal is not prettier 

compliance. The goal is efficient, measurable and resilient security. 

Practitioner takeaway: The best Essential Eight assessments are boring for the right 

reasons. Scope is clear, evidence is current, exceptions are owned, and the operating 

model already knows where the weak links are. 
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