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Plain English summary 

DISP is the security membership program that helps Australian industry work with Defence. It is not just a cyber checklist and 
it is not something to leave until a tender deadline. The fastest path is to understand your target membership level, nominate 

accountable officers, map the four security domains, implement Essential Eight Maturity Level 2 where required, and build an 
evidence pack that can survive application review, annual reporting and assurance activity. 
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Contents and reader roadmap 

This guide is written for business owners, executives, project managers, security officers and technology teams who 

need a clear way to understand DISP before they commit time and money to an application. It uses Defence and 

Australian Government sources only, and it treats DISP as an operating model rather than a one-off paperwork 

exercise. 

Section Focus What you will get from it 

1 What DISP is and why it matters The purpose of the program, who should apply, when membership is mandatory and 
what benefits Defence identifies. 

2 The structure of DISP The four domains, the four membership levels and the practical meaning of domain-
level selection. 

3 Where to start A readiness sequence that turns official guidance, checklists and factsheets into an 
evidence plan. 

4 Essential Eight Maturity Level 2 How cyber assurance fits into DISP and why Essential Eight ML2 needs operational 
evidence. 

5 Application and evidence What to prepare before the portal, during completion and after Defence asks follow-
up questions. 

6 Maintaining membership Annual Security Reports, assurance, uplift, audits and business-as-usual security 
routines. 

7 Continuous Compliance Gadget Access's framework for turning DISP, Essential Eight and ISO 27001:2022 
alignment into repeatable assurance. 

8 to 10 People, traps and the 90 day 
pathway 

Who to involve, mistakes to avoid and a practical staged approach to readiness. 

Appendix A DISP readiness checklist A practical checklist to help teams prepare their scope, governance, personnel, 
facilities, ICT and application evidence. 

References Linked APA v7 sources Official Australian Government sources linked for easy review. 
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1. What DISP is 

The official program name is the Defence Industry Security Program, usually shortened to DISP. It is the program 

Defence uses to set baseline security requirements for industry entities that want to engage with Defence. Defence 

describes it as a membership-based program under Control 16.1 of the Defence Security Principles Framework, and 

the current public DSPF Principle 16 explains that DISP supports industry to identify security risks and apply controls 

across governance, personnel, physical, and information and cyber security domains (Department of Defence, 2026). 

That definition matters because DISP is much broader than an IT hardening project. A company can have strong 

technical controls and still struggle if it has no Security Officer, no evidence of staff security awareness, no way to 

maintain a DSAP list, no annual reporting process or no practical security register. The reverse is also true: a company 

can have good management intent and well-written policies, but still fail the cyber readiness expectation if its identity, 

patching, backup and application control practices are weak. 

In normal business language, DISP is Defence asking a supplier to show that it can be trusted with Defence work, 

Defence information, Defence people and Defence assets. That trust is not based on a single document. It is based on 

roles, governance, systems, records, facilities, staff behaviour and an ability to maintain those controls after 

membership is granted. 

Certification or membership? 

Many people say DISP certification because the commercial outcome feels like a certification hurdle. Defence generally 
describes DISP as membership. This guide uses membership when referring to the official process and readiness when 

describing the work needed to prepare. 

 

Why organisations need DISP 

Not every organisation that works with Defence needs DISP membership, but Defence states that membership may be 

mandated depending on the work being performed or the contract requirements. Defence also says membership is 

highly recommended for entities currently working on Defence projects or seeking to partner with Defence 

(Department of Defence, n.d.-a). 

The strongest reason to start early is that DISP readiness affects sales, delivery and risk at the same time. From a sales 

perspective, membership can influence tender eligibility and subcontractor positioning. From a delivery perspective, it 

may determine whether your organisation can handle certain information, sponsor clearances or operate at the 

classification level needed for the work. From a risk perspective, it forces practical questions about how your business 

protects information, people, systems and facilities before a contract is underway. 

Defence identifies several benefits of membership, including access to Defence security services, security training and 

materials, security information for planning, improved security practices, the ability to sponsor security clearances 

where available for the membership level, and potential access to international contracting opportunities (Department 

of Defence, n.d.-a). Those benefits are useful, but they should not be treated as the only reason to apply. DISP readiness 

is also a way to mature the business so it can handle Defence work without creating a hidden operational burden. 

There is no direct membership fee. Defence is clear that there is no membership fee, but organisations still need to 

fund the measures required to implement and maintain the security standard for their membership level, such as 

facility certification, security clearances, physical security measures and ICT uplift (Department of Defence, n.d.-a; 

Department of Defence, 2026). 

When DISP is mandatory 

The most important threshold is whether the entity needs to access, hold, store, transmit or work around classified 

information or assets. DSPF Principle 16 states that DISP membership is mandatory for industry entities that require 

access to classified information or assets at PROTECTED and above, supply, maintain, store or transport weapons or 

explosive ordnance, provide security services for Defence bases or facilities, are Australian Community Members 

under the Australia-US Defence Trade Cooperation Treaty, or are required to hold membership as a condition of a 

Defence contract (Department of Defence, 2026). 

There are exceptions, such as where personnel handle classified information only inside Defence facilities while using 

Defence assets and ICT networks, or where recognised international security arrangements apply. In practice, 

https://www.defence.gov.au/business-industry/industry-governance/industry-regulators/defence-industry-security-program
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suppliers should not self-assess these exceptions casually. If the tender, contract manager, prime contractor or 

Defence guidance indicates DISP is needed, the safer commercial posture is to plan the readiness work rather than 

debate it late in procurement. 

Situation Practical implication 

No classified work, but seeking Defence opportunities DISP may not be mandatory, but entry level readiness can help 

establish a security baseline and make future tenders easier to 
respond to. 

Handling OFFICIAL or OFFICIAL: Sensitive information only Entry level may be appropriate, depending on the domains and 
contract requirements. The entity still needs governance and cyber 

evidence. 

Need to sponsor and manage security clearances Personnel security level 1 or above may be required. Entry level 

does not provide the same clearance sponsorship benefit. 

Need to handle or store PROTECTED, SECRET or TOP SECRET 

information physically 
The physical security domain level should align with the highest 

classification that will be handled or stored at the premises. 

Need ICT networks to handle or store classified information The ICT and cyber domain level should align with the classification 

and accreditation needed for the network. 

Contract explicitly requires DISP Treat the requirement as a delivery dependency and start the 

evidence work immediately. 

2. The structure of DISP 

 

Figure 1. DISP readiness needs evidence across four domains, not only cyber security. 

DISP has four security domains: security governance, personnel security, physical security, and ICT and cyber security. 

Defence describes these domains as the foundation for safeguarding entities, Defence information assets and people 

(Department of Defence, n.d.-b). The domains are connected. A cyber incident is not only an ICT issue if staff do not 

know how to report it, the Security Officer does not maintain a register, or the CSO has no governance process for risk 

decisions. 
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Security governance 

Security governance is the backbone of DISP. Defence describes it as accountability, responsibility and suitable plans, 

processes and people that make sure the entity is secure. It includes practices across physical security, personnel 

security, information and cyber security, plus security education, training, incident response and reporting 

(Department of Defence, n.d.-b). 

In a well-prepared organisation, governance evidence is not a stack of generic policies downloaded before submission. 

It is a working system. The CSO has authority. The SO has time and access. The governing body can review the Annual 

Security Report. Incidents, overseas travel, contact reports, security training and risk assessments are recorded. The 

security register is used. Staff know where to report concerns. This is where many technically competent businesses 

underestimate the work, because the governance domain asks whether security is actually managed. 

Personnel security 

Personnel security is about the people who will access government information and assets. Defence describes it as 

ensuring employees and contractors are suitable and meet an appropriate standard of security competence, integrity 

and honesty (Department of Defence, n.d.-b). Practical evidence in this domain can include screening practices, 

security clearance status, DSAP records, onboarding and offboarding procedures, security briefings, travel briefings, 

change of circumstance processes and insider threat awareness. 

This domain also forces an organisation to decide who needs access and why. That decision should be role-based, not 

person-based. A DSAP list is a useful mechanism because it links positions to the access required, the clearance level 

needed, and the current occupant. The public DSPF Principle 16 defines a DSAP as a position assessed by the entity as 

requiring access to sensitive or classified information, materials and assets, and notes that the list supports 

appropriate monitoring and management of access (Department of Defence, 2026). 

Physical security 

Physical security covers the protection of people, property and physical assets from actions and events that could 

cause damage or loss. Defence notes that physical security helps prevent or mitigate threats against Defence facilities, 

personnel and protected information or assets, and that requirements depend on the classification level and the 

handling, storage and destruction needs at the relevant facilities (Department of Defence, n.d.-b). 

For some suppliers, physical security will be light because Defence work is performed through Defence facilities or 

because the organisation does not store classified material at its own site. For others, it can become a major project 

involving zones, access control, visitor management, secure storage, site procedures, certification, evidence of physical 

controls and ongoing maintenance. This is why the membership level decision should be made before facilities are 

upgraded. 

ICT and cyber security 

ICT and cyber security is the domain that usually receives the most attention because Defence now requires DISP 

members to achieve and maintain compliance with the full Essential Eight Maturity Level 2 standard (Department of 

Defence, n.d.-e). For organisations that have grown quickly, this can be the largest uplift because Essential Eight ML2 

requires more than policies. It requires demonstrable control operation across identity, patching, application control, 

hardening, backups and related monitoring activities. 

Defence also states that entities with other international security standards can use their documentation to 

demonstrate in part how they meet the Essential Eight, and the eligibility page names ISO/IEC 27001:2022 among 

examples (Department of Defence, n.d.-b). The key phrase is in part. A certificate, policy set or control statement does 

not automatically prove Essential Eight ML2. The evidence still needs to map to the specific Essential Eight 

requirements and be current for the corporate systems used to correspond with Defence. 

Membership levels 

DISP has four membership levels that align with Australian Government security classifications. The entity selects a 

level for each security domain based on what it needs to do for Defence. Defence describes the levels as entry level for 

OFFICIAL and OFFICIAL: Sensitive, level 1 for PROTECTED, level 2 for SECRET, and level 3 for TOP SECRET 

(Department of Defence, n.d.-b). 



Gadget Access | DISP practical guide 

DISP level Classification alignment Practical interpretation 

Entry level OFFICIAL and OFFICIAL: 

Sensitive 
Often suitable where the entity does not need to sponsor clearances or handle classified 

information above OFFICIAL: Sensitive on its own premises or systems. 

Level 1 PROTECTED Used where the entity needs a validated business requirement to work at PROTECTED, 

such as clearance sponsorship, physical handling or ICT handling at that level. 

Level 2 SECRET Used where the entity has a justified requirement to work at SECRET, with more rigorous 

controls, evidence and accreditation effort. 

Level 3 TOP SECRET Used where there is a justified requirement to work at TOP SECRET, with the highest level 

of complexity, cost and ongoing governance burden. 

A common mistake is to apply for the highest level because it feels commercially attractive. Defence warns in the 

applying factsheet that higher membership levels require appropriate business case justification and involve more 

rigorous, complex and time-consuming application and assessment processes, as well as higher governance, 

administration, physical and ICT costs (Department of Defence, 2025a). A more effective strategy is to apply for the 

level that reflects the current contract requirement and credible future need, then upgrade later if the business 

requirement changes. 

3. Where to start 

 

Figure 2. A practical DISP readiness journey. 

Start by separating three questions that are often mixed together. First, what level of DISP membership do we actually 

need in each domain? Second, what evidence do we already have? Third, what uplift work must happen before we can 

confidently submit? This sequence is important because the application itself should not be used as the discovery 

workshop. By the time the portal work begins, the organisation should already understand its scope, owners, gaps and 

evidence approach. 

Defence tells applicants to become familiar with DSPF Principle 16 and the membership level requirements, determine 

whether they can meet the level being applied for, identify the CSO and SO, organise security governance documents, 

work through the DISP Membership Requirements Checklist, establish a DISP@ entity email address, satisfy FOCI 

requirements and ensure entity details match ASIC records before applying (Department of Defence, n.d.-c). These 

steps are practical, not ceremonial. They tell you where the early project effort belongs. 
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A useful first document is the Applying for DISP membership factsheet, because it frames the journey as familiarise, 

determine, assess, complete and submit. The second useful document is the DISP Membership Requirements Checklist, 

because it turns the domains into concrete readiness questions (Department of Defence, 2025a; Department of 

Defence, 2023). 

A practical starting sequence 

The following approach works well for small and medium suppliers because it avoids over-engineering while still 

creating evidence that can be reviewed. It also helps larger organisations avoid the trap of assuming that enterprise 

policies automatically apply to the specific business unit, system boundary or facility involved in Defence work. 

Step What to do Typical evidence 

1. Confirm the business 

need 
Identify the Defence tender, contract, subcontract, panel or 

strategic objective driving DISP. Record whether the need is 
mandatory, recommended or speculative. 

Contract requirement, tender extract, 

prime contractor request, internal 
business case or board note. 

2. Define the scope List the legal entity, sites, systems, users, suppliers and data 
types that will support Defence work. Keep corporate systems 

used to correspond with Defence in scope for cyber readiness. 

Scope statement, system boundary, site 
list, data flow notes and supplier list. 

3. Nominate CSO and SO Appoint people with authority, time and a clear mandate. 

Confirm citizenship, clearance pathway and portal 
responsibilities. 

Role appointment record, position 

description, training plan, clearance status 
and governance minutes. 

4. Select provisional 

domain levels 
Use the classification need and business justification to choose 

a level for each domain before spending money on controls. 
Membership level decision paper, 

classification assumptions and domain 
rationale. 

5. Run a gap assessment Map current controls against DISP domains and Essential Eight 
ML2. Separate evidence gaps from control gaps. 

Gap register, control map, evidence index 
and risk treatment plan. 

6. Build the evidence 
pack 

Create or update the documents and operational records that 
prove the controls are in place and operating. 

Policies, registers, screenshots, training 
records, access reviews, backup tests, 

vulnerability reports and approvals. 

7. Review before portal 

submission 
Have the CSO review the application and evidence. Validate that 

names, ABN, ACN, addresses and ownership details are 
consistent. 

Application review checklist, CSO sign-off, 

SO submission readiness record and FOCI 
pack. 

Use official checklists as project tools 

The official checklist is valuable because it asks questions in the same language Defence expects applicants to 

understand. For example, it asks whether the organisation has a nominated CSO and SO, whether security policies and 

plans are in place, whether the organisation runs annual security awareness, whether insider threat awareness exists, 

whether reporting obligations and registers are maintained, whether employment screening practices meet the 

required standard, and whether the ICT network meets an accepted cyber standard (Department of Defence, 2023). 

The best way to use the checklist is to create three columns beside each question: current answer, evidence location 

and uplift action. The current answer records the honest state of the business. The evidence location points to the 

actual proof, not a policy promise. The uplift action states exactly what must change, who owns it and when it will be 

complete. This turns a checklist into a delivery plan. 

The evidence rule 

If a control cannot be evidenced, assume it will be challenged. If a control exists only as a policy, assume it is not yet mature. 
DISP readiness is strongest when the evidence shows the control was approved, implemented, communicated, operated and 

reviewed. 

 

https://www.defence.gov.au/sites/default/files/2025-02/ApplyingforDISPMembershipFactsheet.pdf
https://www.defence.gov.au/sites/default/files/2023-11/DISP-membership-requirements.pdf
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4. Essential Eight Maturity Level 2 and cyber assurance 

Essential Eight Maturity Level 2 is central to modern DISP preparation. Defence states that all DISP members are 

required to achieve and maintain compliance with the full E8 Maturity Level 2 standard (Department of Defence, n.d.-

e). The eligibility page also states that, in alignment with DSPF Principle 16 Control 16.1 Annex A, entities must meet 

or exceed ASD Essential Eight Maturity Level 2 across the entity's ICT corporate systems used to correspond with 

Defence (Department of Defence, n.d.-b). 

ASD explains that the Essential Eight was designed to protect organisations' internet-connected information 

technology networks and that organisations should implement the same maturity level across all eight mitigation 

strategies before moving to a higher level (Australian Signals Directorate, 2023a). This is an important implementation 

rule. A company is not at ML2 because one or two controls are mature. It needs a balanced ML2 position across the 

eight strategies, with exceptions documented, approved, monitored and reviewed where appropriate. 

ML2 is aimed at adversaries with a modest step-up in capability from basic opportunistic attacks. ASD describes this 

threat model as actors willing to invest more time in a target and the effectiveness of their tools, including attempts to 

bypass controls, evade detection, target credentials through phishing and circumvent weak multi-factor authentication 

(Australian Signals Directorate, 2023a). That is why ML2 is not satisfied by a generic cyber policy. It must change how 

systems are configured, patched, authenticated, monitored and recovered. 

Essential Eight strategy Readiness question for ML2 

Application control Can the organisation prevent unapproved executables, scripts, libraries and installers from running on 

relevant workstations and servers, and can it show the rules are maintained? 

Patch applications Can it discover assets, scan for missing patches and apply vendor mitigations within the required 

timeframes for critical, exploited and non-critical vulnerabilities? 

Patch operating systems Can it discover operating system, driver and firmware vulnerabilities, apply patches within required 

timeframes and remove unsupported systems? 

Multi-factor 

authentication 
Can it demonstrate MFA for relevant users and systems, including phishing-resistant MFA for online 

services where required at ML2? 

Restrict administrative 

privileges 
Can it justify, validate, monitor and review privileged access, and separate privileged activities from normal 

user activity? 

Restrict Microsoft Office 

macros 
Can it block or limit macros to approved business needs and prevent unsafe macro execution pathways?  

User application 

hardening 
Can it harden browsers, Office, PDF software, scripting tools and high-risk user applications using ASD and 

vendor guidance where relevant? 

Regular backups Can it show backups are protected from modification and deletion, recovery is tested, and privileged or 

unprivileged accounts cannot undermine recovery capability? 

ASD's assessment process guide is useful because it focuses on assessment methods and evidence quality. For 

example, it explains that a system owner should not begin an ML2 assessment until ML1 has been implemented and 

assessed, and that ML2 assessment guidance should focus on the delta between ML1 and ML2 (Australian Signals 

Directorate, 2022). For a supplier, this means the cyber uplift should be sequenced. Trying to jump directly to ML2 

without a defensible ML1 baseline usually creates confusion and weak evidence. 

The assessment guide also gives practical evidence expectations. For MFA, it discusses observing privileged and 

unprivileged users authenticating to systems and checking whether phishing-resistant MFA is required for online 

services that process, store or communicate sensitive data. For patching, it describes vulnerability scanning and 

patching timeframes. For backups, it looks for recovery exercises and controls that prevent users from modifying or 

deleting backups (Australian Signals Directorate, 2022). These examples show the difference between control intent 

and control proof. 
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How Essential Eight relates to ISO 27001:2022 

ISO 27001:2022 can be very helpful because it creates an information security management system, risk treatment 

process, control ownership model and audit discipline. It can also provide policies, registers, risk records and 

governance evidence that support DISP. However, ISO 27001:2022 does not automatically equal Essential Eight ML2. 

Defence says documentation from other international standards may demonstrate in part how an entity meets the 

Essential Eight (Department of Defence, n.d.-b). 

The practical approach is to map ISO 27001:2022 controls to Essential Eight ML2 and DISP requirements, then test the 

gaps. An access control policy may support restricted administrative privileges, but Defence and ASD evidence will still 

need to show how privileged access is requested, approved, reviewed, logged and technically constrained. A backup 

policy may support regular backups, but ML2 evidence still needs to show restoration testing and protection against 

modification or deletion. A vulnerability management process may support patching, but ML2 evidence still needs to 

show scanning cadence, prioritisation and patch timeframes. 

5. The application process and evidence pack 

The official application process begins before the portal. Defence's how-to-apply page says applicants should 

familiarise themselves with the DSPF and level requirements, determine whether they can meet the requested level, 

identify CSO and SO roles, organise governance documentation, work through the membership requirements checklist, 

establish a DISP@ entity email address, satisfy FOCI requirements, and make sure entity information matches ASIC 

records (Department of Defence, n.d.-c). 

After the profile is complete in the DISP Member Portal, Defence states that the application has nine sections: entity 

details, officer details, contracts and panels, physical and ICT, membership levels, foreign ownership control and 

influence, cyber questionnaire, attachments, and preview and submit (Department of Defence, n.d.-c). This structure 

tells you how the evidence should be organised. A single shared folder with random policies is much harder to review 

than an evidence pack aligned to those nine sections and the four domains. 

Application 
area 

What it is really asking for Preparation tip 

Entity details ABN or ACN, legal name, address, structure, business 
activities and ASIC consistency. 

Use the exact legal entity details and registered 
addresses. Misalignment creates avoidable 

questions. 

Officer details CSO and SO details, clearance status, Digital ID readiness, 

training status and role authority. 
Make sure the CSO is senior enough to direct 

resources and that the SO can do the hands-on work. 

Contracts and 

panels 
Current Defence contracts, tenders, panels, prime contractor 

relationships and business case justification. 
Connect the requested membership level to a real 

business need, especially above entry level. 

Physical and ICT Facilities, classification handling requirements, networks, 
accreditation needs, cyber standard and system boundary. 

Avoid over-scoping facilities or networks that do not 
need to handle classified information. 

Membership 
levels 

Level selected for each domain and justification for that 
selection. 

Select the level that matches contract needs, not the 
highest level that sounds useful. 

FOCI Ownership, control, influence, parent entities, beneficiaries, 
offshore relationships and sanctions considerations. 

Prepare an ownership chart and narrative early 
because this can take time. 

Cyber 
questionnaire 

Essential Eight ML2 status, control operation, evidence and 
exceptions. 

Be honest. Treat exceptions as risk decisions with 
compensating controls, not as hidden gaps. 

Attachments Policies, registers, training records, cyber evidence, 
ownership diagrams, facility documents and governance 

approvals. 

Name files clearly and map them to questions so 
Defence can review efficiently. 

Preview and 

submit 
Final CSO review, SO submission and declaration pathway. The CSO should review in full before submission 

because the SO cannot rely on edits after submit. 
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What a strong evidence pack looks like 

A strong evidence pack is organised, current and traceable. It does not need to be more complex than the business, but 

it should let a reviewer see how a requirement is met without guessing. The applying factsheet identifies mandatory 

and potential documentation, including clearance and Security Officer training details, ownership diagrams, security 

policies and plans, annual security awareness, insider threat awareness, employment practices, Annual Security 

Report governance, risk assessment procedures, DSAP lists, security registers, ICT accreditation and facility 

accreditation where applicable (Department of Defence, 2025a). 

Evidence stream Examples of useful evidence 

Governance Security policy and plan, CSO/SO appointment, risk assessment method, security register, incident process, 
annual reporting approval mechanism, training plan and board or executive oversight evidence.  

Personnel Employment screening process, clearance status, DSAP list, onboarding and offboarding records, overseas travel 
briefings, change of circumstance process and insider threat awareness records. 

Physical Site list, floor plan or room scope, access control procedures, visitor records, storage arrangements, zone or 
facility accreditation evidence where required and physical security risk assessment.  

ICT and cyber Essential Eight ML2 control map, asset inventory, vulnerability scan reports, patch reports, MFA configuration 
evidence, privileged access reviews, application control evidence, backup test records, logging evidence and 

exception approvals. 

Application 

management 
DISP@ mailbox, Digital ID and RAM readiness, portal account details, ownership diagram, contract justification 

and final CSO review record. 

Evidence should be current enough to prove the control operates now. A policy approved two years ago may show 

intent, but it may not show operation. A training deck may show material exists, but completion records show staff 

participated. A backup procedure may show how recovery should work, but a recovery test record shows the 

organisation has tried it. A privileged access policy may define expectations, but an access review and identity 

configuration export show how those expectations are enforced. 

Timing and follow-up discipline 

Defence states that applications commenced in the DISP Portal must be submitted within 60 business days, and that 

processing timeframes may vary depending on the complexity of the application and the quality of information 

provided (Department of Defence, n.d.-c). Defence's FAQ also states that an applicant must respond to DISP requests 

during assessment within 30 business days, with a further follow-up period before cancellation if responses are not 

received (Department of Defence, n.d.-f). 

For this reason, the internal project plan should not finish at submit. It should include a response team and a standing 

cadence until a decision is made. The SO should own the action log. The CSO should remove blockers. IT, HR, facilities, 

legal and project teams should be available to answer specific evidence questions quickly. Long delays usually happen 

when the person completing the portal has to chase every business unit from scratch. 
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6. Maintaining DISP membership 

DISP does not end when membership is granted. DSPF Principle 16 states that membership is ongoing provided 

members continue to meet their obligations under the program, and that members are responsible for safeguarding 

Defence information, assets, material and systems, complying with relevant Australian Government and Defence 

security legislation and policies, reporting security and cyber security incidents, and completing an Annual Security 

Report (Department of Defence, 2026). 

Defence's cyber and assurance page describes an active assurance and uplift program. Defence states that assurance 

activities start at the point of application and continue throughout membership, and include Entry Level Assessment, 

Ongoing Suitability Assessment, Deep Dive Audit and Annual Security Report activities (Department of Defence, n.d.-

e). The message is simple: your organisation should expect review, feedback and improvement work. 

Assurance activity What to expect 

Entry Level 

Assessment 
A governance assessment conducted as part of the application process, including review of security 

documentation, a phone interview with security staff and completion of the Cyber Security Questionnaire. 

Ongoing Suitability 

Assessment 
A desktop audit to confirm that a member continues to meet Defence obligations, with review of 

documentation, interview with security staff and cyber questionnaire activity. 

Deep Dive Audit A more detailed assessment, potentially including site visits, focused on the extent of compliance with DSPF 

Control 16.1 and opportunities for uplift. 

Annual Security 

Report 
A self-attestation of compliance due on the anniversary of the membership certificate, started and edited by the 

SO, reviewed and declared by the CSO. 

The Annual Security Report is a useful example of why continuous compliance matters. Defence states that the ASR is a 

self-attestation of compliance with security obligations under the DSPF and is due on the anniversary of the DISP 

membership certificate. The SO is responsible for starting, editing and submitting the ASR to the CSO, and the CSO is 

responsible for reviewing, declaring and final submission (Department of Defence, n.d.-e). 

Security Officer training is also part of the operating model. Defence states that Security Officer training is a modular e-

learning program available through ADELE Open, that it is available to current members or those in the process of 

gaining membership, and that it is mandatory for all SOs and CSOs (Department of Defence, n.d.-g). The CSO and SO 

roles and responsibilities factsheet also explains that the CSO is a senior executive responsible for security 

arrangements and culture, while the SO develops and implements security policies and plans on behalf of the CSO 

(Department of Defence, 2025b). 

The maintenance rhythm 

A sustainable maintenance rhythm turns security into scheduled business activity. Monthly, the SO should review 

incidents, contact reports, overseas travel, training exceptions, privileged access changes and upcoming contract 

changes. Quarterly, the CSO should review security risks, cyber uplift progress, DSAP changes, supplier changes and 

evidence health. Annually, the organisation should prepare the ASR with enough time to challenge gaps before 

declaration. After significant change, such as a new facility, new corporate system, ownership change, merger, contract 

expansion or change of CSO or SO, the entity should assess whether Defence needs to be notified. 

The public DSPF Principle 16 states that members must report changes that might impact their membership, including 

eligibility changes, ownership or control changes, other changes in circumstances such as contact details, and changes 

to the CSO and SO (Department of Defence, 2026). This is another reason the compliance framework needs to be 

connected to business change management, not left in a security folder. 
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7. Gadget Access Continuous Compliance framework 

 

Figure 3. Continuous Compliance turns readiness into an operating rhythm. 

Gadget Access's Continuous Compliance framework is designed for organisations that need to achieve Essential Eight 

Maturity Level 2 and move toward DISP without building a heavy, impractical bureaucracy. The idea is simple: 

compliance should be evidence-led, control-based and repeatable. It should help the business operate securely every 

week, not just prepare a neat pack when an audit or application is due. 

The framework starts with scope because unclear scope creates wasted effort. The organisation needs to know which 

legal entity is applying, which systems correspond with Defence, which sites are in scope, which users need access, 

which suppliers support the environment, and which domain levels are actually required. Once scope is clear, controls 

can be mapped. The map should connect Essential Eight ML2, DISP domain requirements, existing ISO 27001:2022 

controls, business risks and the evidence needed to prove operation. 

The next stage is uplift. Uplift is where policies become procedures, procedures become configurations, and 

configurations become evidence. Some uplift tasks are technical, such as MFA changes, vulnerability scanning, 

application control, logging, backup protection and privileged access improvements. Other tasks are organisational, 

such as establishing a security register, DSAP list, role appointments, training cadence, incident response process, FOCI 

documentation and Annual Security Report approval pathway. 

Evidence design comes next. This is where many compliance projects fail. They build controls, then later realise 

nobody captured evidence. Continuous Compliance designs evidence collection into the control itself. For example, 

privileged access reviews generate a record. Backup recovery tests generate a test report. Patch cycles generate 

vulnerability and remediation reports. Training campaigns generate completion records. Security incidents generate 

register entries and post-incident actions. These artefacts become the evidence pack for application, ASR and 

assurance activity. 

Assurance then checks whether the evidence still reflects reality. A quarterly control review, sample testing and 

management review can identify drift before Defence does. The final stage is improvement, where changes from 

audits, incidents, system changes, staff changes, contract changes and updated guidance are fed back into the control 

map and action register. This keeps the organisation ready for DISP assurance and for broader cyber and ISO 

27001:2022 obligations. 
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Framework stage What happens Output 

Scope Define entity, contracts, users, facilities, systems, 
suppliers and data types. 

Scope statement, system boundary, facility list, supplier 
list and domain level rationale. 

Map Connect DISP domains, Essential Eight ML2, ISO 
27001:2022 controls and business risks. 

Control matrix, obligations register, evidence index and 
exception register. 

Uplift Close control gaps through technical remediation and 
business process improvement. 

Risk treatment plan, action board, updated policies, 
configuration changes and change records. 

Evidence Capture proof as part of normal control operation. Screenshots, reports, minutes, logs, training completion 
records, registers and test results. 

Assure Review evidence quality and test whether controls 
still work. 

Internal assurance report, sample test results, readiness 
review and management sign-off. 

Improve Feed findings into business-as-usual governance and 
prepare for ASR or audit. 

Continuous improvement register, ASR pack, audit 
response plan and updated roadmap. 

How a partner can help without taking ownership away from you 

A good partner should not make DISP feel mysterious, and should not encourage an organisation to outsource 

accountability. The CSO and SO remain central because they carry the internal authority and operational 

responsibility. The right external support helps by creating structure, accelerating control design, coordinating 

stakeholders, translating government requirements into practical work packages, and preparing the evidence so the 

business can maintain it. 

Gadget Access can support organisations with compliance mapping, Essential Eight ML2 uplift, control framework 

design, project management, evidence repository design, ISO 27001:2022 alignment and readiness reviews. The 

highest value is usually in bringing order to the work: defining scope, prioritising gaps, making the technical and 

governance streams move together, and creating an operating rhythm that the client can keep using after the 

application. 

8. Who to bring in 

DISP readiness is cross-functional. It should not sit entirely with the IT manager, and it should not sit entirely with a 

compliance consultant. The CSO provides authority, the SO drives the security program, IT provides cyber evidence 

and technical uplift, HR supports screening and staff processes, facilities manages physical security, legal or 

procurement helps with contracts and FOCI, and project or delivery teams connect requirements to Defence work. 

Role Contribution Practical note 

Chief Security 

Officer 
Executive accountability, resource direction, security 

culture, declaration and Annual Security Report review. 
Bring the CSO in from the first scoping workshop, not 

only at final sign-off. 

Security Officer Day-to-day policy, registers, application work, training 

coordination, evidence management and incident reporting. 
The SO needs time, access and authority to gather 

evidence from every business area. 

IT and cyber 

lead 
Essential Eight ML2, identity, endpoint, patching, backups, 

logging, hardening and cyber questionnaire evidence. 
Make cyber evidence specific to the systems used to 

correspond with Defence. 

HR or people 

lead 
Screening, onboarding, offboarding, staff records, training 

completion and insider threat awareness. 
Personnel security evidence often depends on HR 

processes that already exist but need documenting. 

Facilities or 

office manager 
Site access, visitors, storage, zones, physical assets and 

facility-related evidence. 
Confirm physical security scope before investing in 

facility changes. 

Legal, finance or 

procurement 
Ownership, control, contracts, panels, subcontractors, 

sanctions considerations and supplier dependencies. 
FOCI and entity details are easier when company 

records are consistent and current. 
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Role Contribution Practical note 

Project manager 

or partner 
Plan, dependencies, meetings, risk register, action tracking 

and readiness reporting. 
This role keeps DISP from becoming a set of 

disconnected tasks. 

The partner role is most useful when the organisation has a real delivery deadline or multiple uplift streams. For 

example, Essential Eight ML2 may require technical changes across identity, endpoint management, patching, backup 

and logging while governance work is happening in parallel. A project manager who understands compliance can keep 

those streams sequenced, documented and aligned to the evidence pack. 

9. Common traps and how to avoid them 

Trap Why it hurts Better approach 

Treating DISP as only cyber Cyber is critical, but the four-domain model means 

governance, people and physical security matter too. 
Run a domain-by-domain assessment before 

building the cyber plan. 

Choosing the wrong 

membership level 
Higher levels create more cost, evidence and assessment 

burden, and require business case justification. 
Use contract needs and classification 

handling requirements to justify domain 

levels. 

Starting the portal too early The portal becomes painful when the evidence pack is not 

ready. 
Complete readiness mapping and evidence 

collection before submission pressure starts. 

Using policy as proof A policy shows intent. It does not always show that 

controls operate. 
Pair policies with records, reports, 

approvals, screenshots and review evidence. 

Assuming ISO 27001:2022 

covers Essential Eight ML2 
ISO helps, but ML2 has specific technical and operational 

expectations. 
Map ISO controls to E8 requirements and 

test the actual delta. 

Weak role ownership A CSO without authority or an SO without time will slow 

the application and maintenance cycle. 
Define role responsibilities, reporting 

cadence and escalation paths early. 

No business-as-usual 

rhythm 
Membership must be maintained through ASR, assurance, 

reporting and change management. 
Establish monthly, quarterly and annual 

compliance routines. 

The theme behind these traps is operational maturity. DISP readiness is not about producing the largest document set. 

It is about having controls that make sense for the level of membership, work in the real organisation and can be 

evidenced without panic. The smaller the organisation, the more important it is to keep the control system simple and 

repeatable. The larger the organisation, the more important it is to prove that enterprise controls actually apply to the 

Defence-facing scope. 
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10. A 90 day readiness pathway 

Every organisation is different, and some will need more time because of clearances, facility changes, cyber uplift or 

ownership complexity. The following pathway is a practical planning model for an organisation that wants to prepare 

for entry level or level 1 discussions and already has reasonable management support. It should be adapted to the 

actual membership level, contract need and state of the environment. 

Timeframe Focus Expected outcome 

Days 1 to 15 Scope and governance 
setup 

Confirm business need, provisional domain levels, CSO and SO appointments, DISP@ 
mailbox, project plan, evidence repository and stakeholder cadence. 

Days 16 to 
30 

Domain and cyber gap 
assessment 

Run the DISP checklist, map Essential Eight ML2, review ISO 27001:2022 overlap, inspect 
policies, identify evidence gaps and create the risk treatment plan. 

Days 31 to 
60 

Control uplift and 
evidence build 

Implement priority cyber changes, update governance documents, create or refresh 
registers, document screening and training, prepare ownership diagrams and capture 

proof. 

Days 61 to 

75 
Readiness testing Review evidence quality, sample test controls, run a mock CSO/SO interview, validate 

application answers and update the action register. 

Days 76 to 

90 
Application preparation Complete portal readiness pack, prepare attachments, conduct CSO review, assign response 

owners and establish the post-submission action cadence. 

After 

submission 
Response and 

maintenance 
Respond to Defence questions promptly, track requests, maintain the evidence pack, start 

the ASR rhythm and keep improving controls. 

The pathway assumes that the organisation does not wait for perfection before it starts governance. In fact, 

governance should start while cyber uplift is underway. The CSO and SO can approve the scope, risk appetite, 

exceptions, treatment plan and evidence model before every technical control is complete. That approach makes the 

project more transparent and helps the business make informed decisions about cost, sequencing and risk. 

Final readiness questions before you apply 

Question Why it matters 

Can we explain why we need the membership level selected 

for each domain? 
This is the basic business justification. If the answer is unclear, revisit the 

scope and contract need. 

Do the CSO and SO understand their responsibilities and 

have enough authority? 
Role clarity is critical because the application and ASR depend on them. 

Can we show Essential Eight ML2 evidence for the 

corporate systems used to correspond with Defence? 
Cyber questionnaire responses need operational proof, not only policy 

statements. 

Do we have a security register and DSAP list if relevant? These are practical mechanisms for ongoing governance and personnel 

security. 

Have we documented ownership and FOCI clearly? Ownership ambiguity can slow review and create follow-up questions. 

Do we know who will answer Defence follow-up questions 
within required timeframes? 

Post-submission discipline prevents avoidable delays or cancellation risk. 

Can we maintain membership after it is granted? The ASR, assurance and change reporting obligations should already have 
owners and calendar entries. 
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Conclusion 

DISP is best understood as a trust and assurance program. Defence wants industry partners that can protect 

information, people, systems and assets in a way that is appropriate for the work being done. The fastest path is not to 

rush the portal. It is to understand the required level, nominate accountable officers, map the domains, implement 

Essential Eight ML2, build an evidence pack and create a maintenance rhythm that can survive annual reporting and 

assurance activity. 

For many suppliers, the biggest challenge is not knowing what to do. It is coordinating all of the work at once. Cyber 

uplift, governance documents, role appointments, training, registers, FOCI, facilities, contracts and evidence 

management all need to move together. That is where a structured partner can make the process much easier without 

turning it into a sales exercise or creating unnecessary bureaucracy. 

Gadget Access helps organisations design practical compliance control frameworks, uplift Essential Eight Maturity 

Level 2, align ISO 27001:2022 evidence, manage DISP readiness projects and build continuous compliance routines 

that are maintainable after the application. If DISP is on your roadmap, start with scope, evidence and control 

operation. The sooner those foundations are clear, the easier the application and the ongoing membership journey 

become. 
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Appendix A: DISP readiness checklist 

Use this checklist as a working tool alongside Defence's DISP Membership Requirements Checklist, Applying for DISP 

Membership factsheet and How to Apply guidance. Tick an item only when you can point to a document, record, 

control, report or operating practice that supports the answer. The goal is not to create paperwork for its own sake. 

The goal is to make your application easier to assess and to make the controls sustainable after membership is 

granted. 

A1. Scope, eligibility and membership level 

Done Action to complete Evidence or proof to prepare 

☐ 
Confirm the exact legal entity that will apply for DISP 
membership. 

ABN or ACN, legal name, ASIC registered address and business trading names 
checked for consistency. 

☐ 
Confirm the entity is registered in Australia and 
financially solvent. 

Entity registration evidence, finance confirmation and internal approval to 
proceed. 

☐ 
Document the business need for DISP. Tender requirement, Defence contract clause, prime contractor request, panel 

opportunity or business case. 

☐ 
Identify whether DISP is mandatory for the work 
you expect to perform. 

Classification handling notes, contract conditions, ordnance or base security 
requirements, and any exceptions considered. 

☐ 
Define the scope of the DISP environment. List of sites, facilities, systems, users, subcontractors, data types and expected 

information classifications. 

☐ 
Select a provisional membership level for each 
security domain. 

Domain-level rationale showing personnel, physical, ICT and governance 
requirements, including why a higher level is or is not needed. 

☐ 
Prepare Foreign Ownership, Control or Influence 
information. 

Ownership chart, directors, shareholders, parent entities, ultimate beneficiaries, 
foreign revenue streams and foreign agreements. 

 

A2. Security governance and roles 

Done Action to complete Evidence or proof to prepare 

☐ 
Appoint a Chief Security Officer with enough 
authority to direct resources. 

CSO appointment record, role description, executive endorsement and reporting 
line. 

☐ 
Appoint a Security Officer with time and authority to 
run day-to-day security work. 

SO appointment record, responsibilities, backup arrangements and access to 
required teams. 

☐ 
Confirm clearance, Digital ID and Relationship 
Authorisation Manager readiness for CSO and SO. 

Clearance status, AGSVA identifiers where relevant, Digital ID readiness and 
RAM authorisation evidence. 

☐ 
Create and monitor the DISP@ entity email address. Mailbox naming evidence, mailbox owner, backup owner and monitoring 

procedure. 

☐ 
Create or refresh the security policy and security 
plan for the requested level. 

Approved policy set, security plan, control responsibilities and review schedule. 

☐ 
Establish a security risk assessment and risk 
treatment process. 

Risk method, risk register, treatment plan, acceptance process and management 
review records. 

☐ 
Set up the core security registers. Incident register, contact report register, overseas travel briefing register, 

training register and change records. 

☐ 
Plan annual security awareness and insider threat 
awareness. 

Training plan, content, attendance records, refresher schedule and completion 
reporting. 

☐ 
Define how the Annual Security Report will be 
reviewed and approved. 

ASR calendar, SO preparation steps, CSO review steps and governing body 
approval mechanism. 
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A3. Personnel security 

Done Action to complete Evidence or proof to prepare 

☐ 
Document employment screening for future staff 
and contractors. 

Screening procedure aligned to the required standard, evidence of checks and 
role-based screening triggers. 

☐ 
Identify roles that need access to classified material. Designated Security Assessed Positions list, role names, clearance requirement 

and business justification. 

☐ 
Define how clearance holders will be supported. Change of circumstance process, incident reporting process, overseas travel 

briefings and suspicious contact reporting. 

☐ 
Connect onboarding, role changes and offboarding to 

security obligations. 
HR workflow, access approval steps, exit checklist and records showing access 

removal. 

☐ 
Confirm subcontractor and contractor 
responsibilities. 

Subcontractor scope, security requirements, flow-down obligations and risk 
assessment where applicable. 

☐ 
Capture training completion evidence for personnel 
security topics. 

Attendance records, completion reports, briefing registers and refresher 
calendar. 

 

A4. Physical security 

Done Action to complete Evidence or proof to prepare 

☐ 
Confirm the highest classification that may be 
handled or stored on premises. 

Classification decision, contract requirement and documented assumption for 
physical security level. 

☐ 
Create a site and facility scope. Site list, floor plan or room scope, secure storage location and asset handling 

notes. 

☐ 
Document access control and permissions. Access control policy, authorised user list, approval process and periodic review 

record. 

☐ 
Document visitor management. Visitor procedure, sign-in records, escort rules and restricted area process. 

☐ 
Define secure storage, handling and destruction 
expectations. 

Storage process, document handling rules, destruction method and records 
where applicable. 

☐ 
Plan facility certification or accreditation if applying 
for Level 1 or above in physical security. 

Facility certification need, accreditation path, dependencies, cost and timing 
assumptions. 

☐ 
Assess third-party premises or services that touch 
Defence work. 

Supplier list, access model, risk assessment and contract or procedural controls. 

 

A5. ICT and cyber security 

Done Action to complete Evidence or proof to prepare 

☐ 
Define the corporate ICT systems used to 
correspond with Defence. 

System boundary, tenant or network description, email environment, endpoints, 
administrative tools and cloud services. 

☐ 
Build an asset inventory that supports Essential 
Eight assessment. 

Asset discovery evidence, endpoint inventory, server inventory, software 
inventory and owner mapping. 

☐ 
Map current controls to all Essential Eight ML2 
strategies. 

Control map covering application control, patching, macros, user hardening, 
MFA, admin privileges and backups. 

☐ 
Test whether the controls actually operate. Configuration screenshots, policy exports, vulnerability reports, MFA reports, 

backup restore tests and exception approvals. 

☐ 
Prepare for the Cyber Security Questionnaire. Assigned technical owner, question owners, evidence folder and review schedule 

for the Essential Eight control questions. 
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Done Action to complete Evidence or proof to prepare 

☐ 
Use ISO 27001:2022 evidence carefully if available. ISO control mapping, statement of applicability, audit evidence and a clear delta 

assessment against Essential Eight ML2. 

☐ 
Create an exception and remediation plan. Exceptions register, compensating controls, risk acceptance, target dates and 

progress reporting. 

 

A6. Application preparation 

Done Action to complete Evidence or proof to prepare 

☐ 
Prepare the portal profile information. CSO and SO details, clearance information, SO training status and required 

account access. 

☐ 
Prepare entity details. Legal entity data, registered address, ABN or ACN, entity structure and ASIC 

consistency check. 

☐ 
Prepare contracts and panels information. Contract list, tender context, prime contractor evidence, Defence sponsor 

context and level justification. 

☐ 
Prepare physical and ICT answers. Facility scope, ICT scope, classification handling assumptions, accreditations and 

system boundaries. 

☐ 
Prepare membership level justifications. Domain-level decision paper and supporting evidence for any Level 1, Level 2 or 

Level 3 request. 

☐ 
Prepare FOCI answers and attachments. Ownership diagram, related entities, foreign interests, foreign agreements and 

declaration material. 

☐ 
Prepare cyber questionnaire evidence. Essential Eight ML2 evidence pack, control owners, exceptions, remediation plan 

and review notes. 

☐ 
Prepare the attachments folder before submission. Evidence index, mandatory documents, optional supporting documents and 

version control. 

☐ 
Conduct a CSO review before final submission. Review minutes, issue log, final updates and CSO sign-off record. 

☐ 
Monitor the DISP@ mailbox and response deadlines 
after submission. 

Mailbox monitoring roster, response owner and process for Defence requests for 
additional information. 

 

A7. Ongoing membership readiness 

Done Action to complete Evidence or proof to prepare 

☐ 
Maintain an evidence index after membership is 
granted. 

Current index showing evidence owner, control, source system, review date and 
next update due. 

☐ 
Review key controls on a routine cycle. Monthly or quarterly control review records, exceptions, actions and 

management reporting. 

☐ 
Keep the Annual Security Report calendar active. ASR due date, SO preparation plan, CSO declaration plan and governing body 

review record. 

☐ 
Keep the cyber evidence pack current. Updated Essential Eight evidence, CSQ response record, vulnerability reports 

and backup restore tests. 

☐ 
Operate a change of circumstance process. Process for ownership, officer, facility, ICT, contract, classification or FOCI 

changes that may affect membership. 

☐ 
Practise security incident reporting and escalation. Incident procedure, escalation contacts, tabletop exercise record and register 

entries. 

☐ 
Review subcontractor security obligations. Supplier review results, contract clauses, assurance records and risk treatment 

actions. 
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Done Action to complete Evidence or proof to prepare 

☐ 
Prepare for Entry Level Assessment, Ongoing 
Suitability Assessment or deep dive audit questions. 

Mock interview notes, evidence sampling, open action tracker and CSO/SO 
briefing pack. 
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